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The new frontiers of MIL frontier:
algo-literacy through the Crossover project



The current state of algo-literacy
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1/ Pre-service and in-service teachers express low levels of confidence in their understanding of social media
as a tool to engage in debate, as well as knowledge of the role of algorithms and data.

2/ Research lacks valid skills scales to design and evaluate robust algorithm education interventions.

3/ One of the unique challenges with teaching algorithm education is the opacity of algorithms themselves
(’black box” effect/myth).

4/ By now, many media literacy resources and competency frameworks refer to algorithms, and some are
specific for algorithm education. BUT LACK SPECIFIC FOCUS (Frau-Meigs)
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Algo literacy is “a set of capabilities used to organize and apply algorithmic curation, control and active practices relevant when managing one’s
Al environment.” (Shin, Rasul and Fotiadis (2021)

Algorithmically literate individuals “are able to apply strategies that allow them to modify predefined settings in algorithmically curated

environments, such as in their social media newsfeeds or search engines, to change algorithms’ outputs, compare the results of different
algorithmic decisions, and protect their privacy.” (Dogruel et al (2021)

Algo-literacy is “the combination of users’ awareness, knowledge, imaginaries, and tactics around algorithms” (Swat 2021)

These definitions focus on:

+ awareness of algorithms, understanding how they work and being able to critically evaluate algorithmic decision-making.
» skills to cope with, and potentially influence, what algorithms show them.

* explicit and implicit actions to curate algorithms and adjust browsing behavior.

==> algorithm education can be integrated as an essential part of MIL (rather than seen as a separate literacy, more like computational thinking
rather than coding and computing)


https://www.emerald.com/insight/content/doi/10.1108/INTR-02-2021-0087/full/html?skipTracking=true
https://www.tandfonline.com/doi/pdf/10.1080/19312458.2021.1968361?needAccess=true
https://www.emerald.com/insight/search?q=Donghee%20Shin
https://www.emerald.com/insight/search?q=Azmat%20Rasul
https://www.emerald.com/insight/search?q=Anestis%20Fotiadis

DigComp 2.2 (EU)

DIMENSION 3 « PROFICIENCY LEVEL

DIMENSION 1+ COMPETENCE AREA

1. INFORMATION AND
DATA LITERACY

DIMENSION 2 « COMPETENCE

1.1 BROWSING,
SEARCHING AND
FILTERING DATA,
INFORMATION AND
DIGITAL CONTENT
To articulate infonmation needs ,
to search for data, inforrmation and
content in digital environments,

to access them and to navigate

betweeri them. To create and update
personal search strategies.

At basic level and with
qguidance, | can:

identify my information rieeds, find data, information and cornitent
through a simple search in digital environments,

find how to access these data, information and content and navigate between therr,
identify simple personal search strategies.

At basic level and
with autonomy and
appropriate guidance
where needed, | can:

identify my information rieeds,

find data, information and content through a simple search in digital environments,
find how to access these data, information and content and navigate between therri.
identify simple personal search strategies.

On my own and
solving straightforward
oroblems, | can:

explain my information needs,
perform well-defined and routine searches to find data,
information and content in digital ervironiments,

explain how to access them and navigate betweer them,
explain well-defined and routine personal search strategies.

Independeritly, according
to rry own rieeds, and
solving well-defined and
riori-routine problerns,

| can:

illustrate information needs,

organise the searches of data, information and content in digital enviroriments,

describe how to access these data, information and content, and niavigate between them,
organise personal search strategies.

As well as quiding
| others, | can:

respond to information needs,

apply searches to obtain data, information and content in digital environments,

show how to access these data, information and content and navigate between them.
propose personal search strategies.

At advanced level,
according to my own
nieeds and those of
others, and in complex
contexts, | can:

assess information rieeds,
adapt my searching strategy to find the most appropriate data,
information and content in digital ervironiments,

explain how to access these most appropriate data,
information and content and riavigate among thern,

vary personal search strategies.

At highly specialised
level, | can:

create solutions to complex problems with limited definition that are related

to browsinig, searching and filtering of data, inforrmation and digital coritent,

integrate iy knowledge to contribute to professional practice and knowledge and
qguide others in browsing, searchirig and filtering data, information and digital conterit.

At the most advariced
o and specialised level, |
can:

create solutions to solve complex problems with many interacting factors that
are related to browsing, searching and filtering data, information and digital content.

propose new ideas and processes to the field.




The project
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This European project tracks and measures the influence of content recommendation algorithms on

social media in Belgium, exposing how they can lead to mis-and disinformation. Its findings are
used to create MIL Algo-literacy campaigns.

Website: Crossover.Social



(W ube)

WHAT ARE THE
SUGGESTED

Search results

VIDEOS FOR A
SEARCH? WHAT
ARE THE NEXT
VIDEO TO PLAY
AFTER THOSE
VIDEOS?

Associated tags

Top recommended channels as next video

Top recommended next video
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Modular approach (plug-in)

Authentic documents and examples

Multi-stakeholder complexity

Competence based (a working framework)

Spirit of inquiry (how does it work, opacity vs transparency)

Active, critical and reflexive learning

A focus on information (not disinformation) and on uses and practices
(stop amplification, not stop algorithms) + values



MIL theory , disinformation and algo-literacy %
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Methodology and MIL specifications

b4 -
o
2 §
 — o
| b et g
e >
s E
_Eo Analysis results  Analysis results -
wv ’ \\ ’ i)
o / \. / 3
o J/ \ / 2
4 / < =
w
Inquem Artides \—IPOdcaSts
-
c
bd
©
2
v
| —
(o]
v
wv
Q
-

All Materials

Algo-literacy for all 10 keypoints

Algo-literacy Competences
Pre-bunking toolkit




MIL algo-literacy matrix
(that can be transferred to classroom interventions
Scenario of use | Real life event | Algorithmic focus | MIL competences | Larger societal issues
1
Searching for fake Article 1/Podcast 1 | FOCUS ON RANKING ALGORITHMS -Access information
news and controversy and SEARCH -Discover the editorial lines Transparency of
by keywords on search of search engines algorithms
engines What is a keyword, its use in information? -Learn how to choose and
Difference between a keyword and a hashtag? | use them better
2
Searching for affinity Article 2/Podcast2 | FOCUS ON RANKING AND -Understand the role of
communities, groups, RECOMMENDATION ALGORITHMS communities and influencers | Manufacturing opinion
influencers, actors via and PARTICIPATION and social networks on information consent/engagement
# on social networks TRENDS -Develop know-how to get
(Facebook, Twitter, more diversified
Instagram) What is engagement, how it affects ranking information...
and dissemination, how communities influence
trends...what is an echo chamber?
3
Searching for trends Article 3/Podcast 3 | FOCUS ON RECOMMANDATION ALGORITHMS | -Understand the economy of
and influential and ATTENTION attention Economics of attention
accounts on forums /recommendation
(Reddit...) How prediction differs from recommendation,
how it informs behaviour of aigos (and users)?
4
Searching for Article 4/Podcast 4 | FOCUS ON ALGORITHMIC PREDICTION -Understand how algorithms
disinformation with a And BIAS and PROPAGANDA can bias the information and
smart tool like push disinformation Data, big data and Al
Dashboard What about Neutrality of algorithms? -ldentify manipulations
How does the dashboard prove that -Objectify the work of
algorithms change the information game and | journalists

help understand the way they work?

DEVENIR




DEVEN

- Podcasts on specific authentic information/disinformation cases
- Articles about the investigations

- Interactive quizzes (FR, FL, EN)

- Workshop plans

To run workshops with young people aged 15 +



logical, socio-cultural]

Frau-Meigs, D. 2021 (for Crossover Project)



The results



MIL algo-literacy matrix
(that can be transferred to classroom interventions)
Algorithmic focus |

Real life event | MIL competences | Larger societal issues

a b

https://crossover.social/podcast/crossover-podcast-episode-1-the-keyboard-fighters/

Article 1
15/02/2022
Podcast 1
13/07/2022

FOCUS ON RANKING ALGORITHMS
and SEARCH

What is a keyword, its use in information,
difference between a keyword and a
hashtag...

Analysis of mechanisms of
disinformation and
debunking process

Contrast between URL
(virtual) and IRL (real)
mobilizations

https://crossover.social/podcast/crossover-podcast-episode-2-dangerous-liaisons/

Searching for affinity
communities, groups,
influencers, actors via #
on social networks like
Youtube

Hashtag: RT Russia

Article 2

podcast 2
03/11/2022
Algorithms and
propaganda :
dangerous liaisons

Based on

looking at ban on
RT during war in
Ukraine and

subsequent

FOCUS ON THE ROLE OF PARTICIPATION on
social networks TRENDS

What is engagement, how it affects ranking
and dissemination, how communities
influence trends...what is an echo chamber

LES ADIEUX
DE "RT FRANCE"

-Understand the economy of
attention

Analysis of
mechanisms of
cyber-propaganda
Basic functioning of
engagement and
amplification via
algorithms

State propaganda
and algorithmic

recommendation

Algorithmic “addiction”
to state media that

propagate
disinformation
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Searching for trends and
influential accounts on
forums such as Odysee

Looking for personalities
and influencers such as
Dries Van Langenhove

https://crossover.social/podcast/crossover-podcast-episode-3-how-algorithms-changed-my-job/

Article 3

FOCUS ON RECOMMANDATION
ALGORITHMS
and ATTENTION

How prediction differs from
recommendation, how it informs behaviour
of algos (and users?)

-Understand the role of
communities and influencers
on
information/disinformation
-Develop know-how to get
more diversified
information...

Economics of attention
/recommendation

Searching for
disinformation with a
smart tool like Dashboard
Google auto-complete

Keyword: Donbass

Article 4
29/09/2022
Podcast 4
22/02/2023

The Algorithm
watchers

Based on reflexive
discussions on
experience of
developers using
the Dashboard and
interacting with
other stakeholders

FOCUS ON ALGORITHMIC PREDICTION
And BIAS and PROPAGANDA

What about Neutrality of algorithms?
How does the dashboard prove that
algorithms change the information game
and help understand the way they work?

-Understand how algorithms
can bias the information and
push disinformation

-ldentify manipulations
-Objectify the work of
journalists

- Using technical tools to fight
disinformation

- Uncovering the functioning
of algorithms across platforms
-dealing with digital fact-
checking, prediction
algorithms and disinformation




MODULE 1 - THE KEYBOARD FIGHTERS

PODCAST
Q  we e
: ‘ossover-social

Transistor
0963d b07

Apple Podcasts https://podcasts.apple.com/us/
podcast/crossover-podcast/
id1634271082

Spotify s://open.spotify.com/show/
2Y2j0RT7bSrxMofUORCMfz

Deezer https://www.deezer.com/show/
3873807

Amazon https://music.amazon.com/
podcasts/66f3ca06-e733-47e1-
amaon music 674-5042bd255897 [crossover-
podcast

Podcast Addict

Google Podcasts https://podcasts.google.com/feed/
aHROcHM6Ly9mZWVkcy50cmFu
€21zdGoyLmZtL 2Nyb3Nzb3Zlci1w

TRANSCRIPTION

Version Frangaise https://savoirdevenir.net/wp-content/uploads/
2022/08/Crossover-Podcast-Episode-1-transcript-
french-.docx

English Version w https://crossover.social/podcast/crossover-
| podcast-episode-1-the-keyboard-fighters/

Nederlandse Versie

Version Francaise https://savoirdevenir.net/quiz-podcastcoi-fr;

English Version ‘ https://crossover.social/quiz/quiz-the-keyboard-
| fighters/

Nederlandse Versie

Version Frangaise « Le convoi de la liberté en Belgique
est un produit d’'importation »

English Version « The Belgian Freedom Convoy is an | https://crossover.social/the-belgian-freedom-
imported product » | convoy-is-an-imported-product/

Nederlandse Versie « De Belgische 'strijd voor vrijheid'  https://www.apache.be/2022/02/15/belgische-
is een importproduct » strijd-voor-vrijheid-importproduct




(‘7"\‘ CROSSOVER PODCAST - EPISODE 1
SORPE Episode 1 : Les Combattants du Clavier
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EPISODE 1
LES COMBATTANTS DU CLAVIER

JULY 13, 2022

by Savoir Devenir
Visit Website

LISTEN ON
Apple Podcasts
_.in_ LISTEN ON
1" Google Podcasts

Follow @EUCrossOver
Tweet This

SUBSCRIBE SHARE MORE INFO @Transistor

EPISODE DETAILS /| TRANSCRIPT

Si I'on en croyait les réseaux sociaux, ils devaient envahir le Parlement de Bruxelles. En
réalité, en bons "clicktivistes", ils se sont contentés de batailler sur Internet. A la croisée
entre enquéte algorithmique et reportage terrain, nos invités illustrent a travers I'histoire
du Convoi de la Liberté, le grand décalage qui peut se produire entre mondes virtuel et
réel...

SHOW NOTES

Pour cette premiére traversée des algorithmes, venez rencontrer Hind Fraihi, reporter a
Apache (Belgique), et Guillaume Kuster, expert en algorithmes et directeur de Check First
(Finlande). En leur compagnie et celle de Divina Frau-Meigs de I'association Savoir Devenir
(France), vous entrerez dans les coulisses étonnantes de la nouvelle fabrication de
I'information aux mains de I'Intelligence artificielle. En mélant data journalisme et




CrossOver Interactive Quiz

Algorithms are at the heart of our information system, our relationships and our consumption. Do you know how they work?
Here are a few fill-in-the-blank texts with a list of suggestions to complete them. It's up to you to put them in the right place!

An algorithm is a finite and unambiguous sequence of and created by whose purpose is | gperations
to solve a , not unlike a used to prepare a dish. developers
recipe

problem

® Check




06:41-08:17
Présentation du
tableau de bord
Crossover
utilisé pour
cette enquéte

08:18-11:25
Utilisation de
cet outil et
conclusions

Le tableau de bord Crossover
utilise des machines qui simulent
I'activité d’internautes un peu
partout en Belgique et qui ne sont
pas détectées par Google,
Facebook ou Twitter par exemple.

Il permet, pour une liste de termes
prédéfinis, d'étudier, pour les
différents utilisateurs, les
résultats et les recommandations
des plateformes et les
propositions d'auto-complétion
lorsque I'on fait une recherche
avec I'un de ces termes. Par
exemple « Convoi de la liberté »
propose en auto-complétion des
termes comme « Ottawa » ou
«Bruxelles 2022 ».

Loutil est mis a disposition des

journalistes, qui I'utilisent pour
enquéter sur la base de ce que

révéle le tableau de bord.

Déployé en Belgique, il montre des
disparités importantes dans les
résultats de recherche entre les
régions, trés influencées par les
Pays-Bas ou la France pour
l'actualité.

A partir des hypothéses faites en
utilisant le tableau de bord, et
suivant surtout Twitter, YouTube
et les groupes Facebook,

la journaliste est allée enquéter
sur le terrain.

Elle en a conclu que le combat
belge autour du Convoi de la
liberté est avant tout un produit
d'importation, alimenté en ligne
par des médias francais (RT France
et France 24 sur YouTube) ou des
Pays-Bas.

Lenquéte montre aussi une forte
corrélation entre la mobilisation
pour le convoi de la libert€ et les
discours et militants anti-vax.

Vous informez-vous
sur des médias
étrangers ?
Lesquels ?

Pourquoi?




From domains of competences po—
to micro-competences

the algorithms and their business model

responsiilty, compliance, accountabily] )

Cultural/Communication (update culture and evaluate context of production, distribution...):
Pay attention to emotions and how they are stirred by sensationalist contents and take a step back from “hot” news

Fight confirmation biases and other cognitive biases
Be suspicious and aware of “weak signals” for disinformation (lack of traffic on some accounts, except for some divisive topics; very little

activity among and across followers on a so-called popular website or community, ...)
Know the new context of news production and amplification via algorithms

Search/Information (control uses, diversify services, compare sources):

Set limits to tracking so as to reduce targeting (as less data are collected from your devices)
Deactivate some functionalities regularly and set the parameters of your accounts

Browse anonymously (use VPNs)

Vary sources of information

Be vigilant about divisive issues where opinion dominates and facts and sources are not presented
Modify social media uses to avoid filter bubbles and (unsolicited) echo chambers

Operation/Resolution (decipher algorithms, biases, platform responsibility, and mobilize for transparency and accountability):
Pay attention to RGPD and platform loyalty to data protection

Mobilize for an increased regulation of algorithms, for more transparency about their impact

Require social networks to delete fake news accounts, ban personalities, moderate contents

Encourage the creation of information verification sites and use them

Use technical fact checking tools like the Dashboard or InVID-Weverity

Signal or report to platform or webmanager if denied access

DEVEN



Algorithms are also created
by humans

) ﬁ 7
They are not elusive and mysterious forces coming out
of nowhere
Even if some escape their creator, I try to understand
their logic to master their impact

o,
We are all under

algorithmic influence!

On social media, for example, recommendation
algorithms highlight content that guides our
information fare

I multiply my sources and also consult the radio, the
written media,

o, Algorithms and fake news
Q® sometimes form dangerous
relationships
By putting forward fakes and conspiracies that make
un buzz, for example!
I warn the members of my community

O’@ Algorithms are very smart
Q at making profits

Their first objective is to capture our attention and
make us stay online as long as possible
T only click on suggestions that really interest me

5@

Used properly, they are interesting tools for testing
the temperature of public opinion, spotting trends
and reporting about "online life"

Technology can be useful. I don't demonize
algorithms!

©
QROSSOV=R

Algorithms are also
valuable for journalists!

10 &

Since algorithms, and in particular, those of search engines and
social medi; fluence our information, our consumption, our
relationships, and politics, citizens should know how they work
and what their effects are.

This document presents synthetically the key points developed in
Algo-literacy, a field part of Media and Information Literacy,
essential to understand our media and our cultural universe and
to try to regain control over our digital lives.

Not all algorithms are
the same

2 An

On the information side, there are sorting,
recommendation and prediction algorithms
Knowing them is part of my culture

Not everything that is
recommended is true

4 x4

The first search results or suggested content are not
always the most relevant

1 don't stop at the first results, I diversify my search
locations. Curiosity is the worst enemy of algorithms

3% Infowar can destabilize

-
é' democracies

Online pappna. y foreign powers taking
advantage of the properties of algorithms is

increasingly common
A hot news topic? I'm wary of news that upset me

A bubble is comfortable.
But it lacks air

C';>O

‘Recommendation algorithms tend to narrow our
horizons by offering us content that matches our
‘tastes and opinions

1 consult various sources of opinion and cultivate my
critical thinking skills

It's possible to act rather
than cope

the influence of algorithms on their information. And
isinformation

uusn-tomw

‘ States, civil society and individual citizens can reduce
Let’s take action!

SAVOIR % DEVENIR

A document produced by Savoir Devenir as part of the CrossOver project. Under Creative Common BY-NC-SA ticense
CrossOver is a project funded by the European Unon within the framework of DG-Connect. Grant agreement LC-01682253

‘Graphic design : Atelier Belle Lurette




Define intentions, motivations,
consequences, impacts

Build resilience:
Bring new inputs and counternarratives
Search for bypassing strategies (play the media)
Get mobilized and active (online, offline), reach out to
trusted parties

Build resistance:
Call on policy makers
Signal to media organs and platforms
Promote good practices, services, info sources
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Include algo-literacy in the training for MIL
Define and refine the framework for competences in algo-literacy
Provide easy-to-use examples and sensible practices

Increase transparency in algorithms AND in the use of algorithms : if they cannot be
modified, modify their uses and practices
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