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Why We’re Here

• Responsible Use
• Intent to Deceive
• Lack of Transparency, Trust, Attribution
• Generative tools:

• DALL-E
• Midjourney
• Stable Diffusion (open source)





Why Not Detection?

Detection is likely to fail 
because it’s an arms race.

The 2020 Deepfake Detection Challenge 
achieved only a 65% hit rate.

Generative engines like DALL-E 2 and
Midjourney can produce photorealistic
images from textual input.



The fight against mis/disinformation

Detection

Legislation

Education

Provenance



What is Provenance?
Where We Are Now 

The Road to Adoption



What is Provenance?



Provenance

Digital Provenance is 
the ground truth about how an asset was:

Made, 
Altered, 

Delivered.



Instead of guessing what’s false, 
we can prove what’s true.





Key Product Concepts

• Make it simple for creators and organizations to 
capture and publish provenance.

• Make it intuitive and expected for content 
consumers to view provenance.



Guiding Principles

• Privacy
• Global Accessibility
• Protections Against Misuse
• Fit with Existing Workflows
• Simplicity and Minimal Cost
• Interoperability
• Extensibility



Provenance in Practice

Provenance-enabled media has a Manifest:

•

•

•

Contains captured assertions about the media
Can be associated with the creator’s identity or organization 
Is cryptographically bound to the media and signed

If you have media with a Manifest, you can be certain:

•

•

It came from the person or organization that signed it 
It has not been altered



Where we are now
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Open-source tools



Standard Development 
Organization

Implementation
+ Feedback

Implementation
+ Feedback

Promotion 
of C2PA
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Project Origin
Protecting Trusted Media



Coalition for Content Provenance and Authenticity (C2PA)

• Run under the Linux Foundation

• Spec developed in < 1year

• v1.0 released in January 2022

• Images, audio, video (to start)

• Threats/Harms + UX Conventions



Membership 800+



Content Authenticity Initiative

key areas 
of focus:

• Standards specifications via the C2PA

• Deployment through member collaboration 
and Adobe products

• Education and advocacy

• Open-source tools



Examples



Reuters & 
Starling Lab
“78 Days”



Content 
Credentials in 
Photoshop



The Road to Adoption

•

•

•

•

•

Camera hardware 
Mobile phone hardware 
Social media platforms 
Publishing systems 
Operating systems

Broad adoption of the C2PA standard requires participation.

Participants in the C2PA, CAI, and Project Origin communities are committed to 
deploying the standard in products. The ecosystem is growing day-by-day.



• Media literacy duties – provenance can empower users

• Consideration of platform and publisher adoption and risk assessments/incentives

• Advisory boards looking beyond detection and including industry experts

• Ability to recommend open technical standards

Role of Regulators



Thank you.
kbrightwell@adobe.com
contentauthenticity.org

opensource.contentauthenticity.org
c2pa.org

@contentauth
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